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Abstract: True random number generator (TRNG) plays an important role in computer information 
security. Based on the general FPGA technology, this paper implements a TRNG module which can 
increase the output randomness by using d-trigger sampling stage inverter. The TRNG module is 
only composed of logic gates and can be integrated into any type of LSIC. The TRNG module is 
designed with Verilog HDL parameterization and its main design parameters can be modified. The 
system adopts SOPC structure, completes the random data transmission through DMA, and finally 
sends it to the superior computer through USB interface. The design of the system was verified and 
tested on the FPGA of Altera Cyclone IV (EP4CE6F17C8). The random data obtained by sampling 
1025 inverters with a 50MHz clock did not need random post-processing, and passed the NIST SP 
800-22 randomness test directly. After a series of parameter adjustment experiments, the conclusion 
is drawn that the output randomness is positively correlated with the inverter series.  

1. Introduction 
True random number generator (TRNG) plays an important role in computer information security. 
True Random Number Generator (TRNG) utilizes unpredictable physical sources in nature to 

produce unpredictable outputs. Theoretical security can be achieved, that is, an attacker's knowledge 
of true random number generator will not improve the probability of guessing the unknown output 
data. In this context, true random Numbers and true random number generators have attracted the 
attention of scholars at home and abroad. Typical physical sources include nuclear radioactive decay, 
electrical resistance, transistor thermal noise, atmospheric noise, scintillation noise, etc. 

2. Our objectives and implementation plan 
The main work and design objectives of this design are as follows: 
Design a device that can generate high-speed true random Numbers and send the generated 

high-speed true random Numbers quickly. 
Analyze the randomness quality of the designed true random number generator through the 

generated experimental data, and calculate and record its statistical characteristics. 
In the upper computer by calling the random number generator generated by the random number, 

to achieve a random number of simple application -- life game. 

2.1 System design scheme 
The system based on SOPC structure is mainly composed of random number generator, data 

sending module, Avalon system, data receiving module, communication module and upper 
computer. 
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Figure 1. Structure chart of TRNG 

The circuit is composed of pure digital circuit, its principle is: when the input signal of D 
flip-flop does not meet the requirements of the establishment of the trigger time and holding time, 
the inside of the trigger a node at this time may be in a voltage range, the output cannot be stable in 
logic 0 or logic 1 state, namely the trigger in the metastable. In this state, the output of the trigger 
will be uncertain. Is often the case, however, a single trigger every time sampling into metastable 
probability is very low, so the scheme adopts multiple gate cascade output high frequency oscillation 
signals, then use multiple gate of cascade D flip-flop output samples at the same time, as long as 
there is a D flip-flop into metastable, then the final output is uncertain. Finally, the random data of 
one bit is obtained after different or different outputs of D trigger. Under this structure, as long as the 
number of D flip-flops is guaranteed, at least one flip-flop can enter the metastable state at each 
sampling. Therefore, regardless of the sampling frequency, the output value of this scheme has good 
randomness. On the basis of three non-gates, a double-channel selector is added to form a ring 
oscillator with enabling signal. When no random number output is needed, the oscillating ring can be 
closed to reduce the power consumption of the system. 

2.1.1 Hardware module design. 
Cyclone IV series FPGA chip of ALTERA company is used in this design. Its model is 

EP4CE6F17C8, and the packaging method is BGA package. There are 256 pins, mainly including 
User I/O, configuration pins, power supply, clock and special application pins. In addition, there are 
many pins that need to be connected to GND to ensure a smooth reference ground inside the FPGA. 
FPGA chip is the core of this circuit. SOPC system is constructed from logic resources inside FPGA 
chip. 

Table 1. Main parameters of the chip 

Parameter Number 
Logic elements (LEs) 6272 

Embedded memory (Kbits) 270 
Embedded 18x18multipliers 15 

PLLs  2 
Global Clock Networks 10 

Number of IO  179 
The voltage of kernel 1.15V-1.25V 
Working temperature 0-85℃ 

2.1.2 Design of Clock circuit, FLASH, SDRAM and Buttons and LED. 
Adopting 50M active crystal oscillator circuit to provide clock source for FPGA. The crystal 

oscillator output is connected to the FPGA global input clock pin (CLK1 pin E1), which can be used 
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to drive the user logic circuit inside the FPGA, and the user can realize the clock of other frequencies 
by configuring the phase-locked loop (PLL) inside the FPGA. 

 
Figure 2. Schematic diagram of active crystal oscillator circuit 

The FPGA circuit USES a 16Mbit SPI FLASH chip, model M25P16, which USES 3.3VCMOS 
voltage standard to completely replace EPCS16, a configuration chip of ALTERA. Because of its 
non-volatile nature, SPI FLASH can be used as a boot image of an FPGA system. These images 
mainly include JIC configuration file of FPGA, application code of soft core and other user data 
files. 

 
Figure 3. FLASH circuit schematic 

The SDRAM chip used in FPGA circuit is HY57V2562GTR with 256Mbit capacity and 16-bit 
bus length. In SOPC system, SDRAM is mainly used for data caching and storing running programs. 
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Figure 4. SDRAM circuit schematic 

There are 4 independent keys in the circuit: 3 user keys (KEY1~KEY1) and 1 function button 
(RESET). When pressed, the output is at low level and release is at high level. 

 
Figure 5. Key and LED circuit schematic diagram 

2.2 FPGA logic circuit design 
In addition to the USB circuit, the other modules on the FPGA through EDA tools automatically 

integrated circuit generation. In this paper, Verilog HDL was used to design TRNG, and the structure 
was simulated and tested. These experiments are implemented on the FPGA platform. Quartus II 
12.1 was used to integrate and route the FPGA software. 
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Figure 6. Network list structure diagram 

3. System performance test 
There are mainly two performance indicators: PROPORTION and p-value. Test software USES 

these two indicators to determine the randomness of test sequences. 
Since each test is independent of the other, the pass rate of the sequence test group can be 

obtained. Hypothesis test sequence for the m group, significant level for ɑ, there are n sequences of 
P-Values’ Values greater than ɑ, the passing rate 𝑃𝑃 =  𝑛𝑛/𝑚𝑚. The confidence interval used to test 
the pass rate is defined as:  

∆𝑃𝑃 = �𝑥𝑥�𝑥𝑥 ∈ �1 − ɑ − 3�
ɑ(1 − ɑ)

𝑚𝑚
  , 1 − ɑ + 3�

ɑ(1 − ɑ)
𝑚𝑚

 ��#(1)  

 
If the pass rate p is within the confidence interval ∆ p in one or more tests, the likelihood of the 

test sequence being a random sequence can be considered high. Otherwise, it indicates that the 
sequence is not random sequence. ɑ = 0.01 in this design, 𝑚𝑚 =  256, Then the confidence interval 
is: 

�1 − 0.01 − 3 ∗ �0.01 ∗
1 − 0.01

256
, 1 − 0.01 + 3 ∗ �0.01 ∗

1 − 0.01
256 �#(2)  

 
This indicates that the p value of the sequence pass rate in the test must be larger than 0.97134, 

that is, there must be 248 sequences with p-values greater than 0.01. 
The test of p-value Value is mainly to test the uniformity of sequence distribution. Firstly, the 

chi-square value of the independent random sequence in group m is calculated as follows: 
 

χ2 = �
�𝐹𝐹𝑖𝑖 −

𝑚𝑚
10�

2

𝑚𝑚
10

10

𝑖𝑖=1

       (𝑖𝑖 = 1,2,3, … 9,10)#(3)  

4. Analysis of test results 
When the sampling clock frequency is 50MHz, the cascade number of different inverters N is set 

and implemented on FPGA to extract the output random data respectively. The results are shown in 
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the table. A "#" sign in the test item indicates that the test item contains multiple subtests. It only 
gives the minimum result of the subtest item.  

Table 2. Experimental test results. 

 
The experiment shows that: The main influence on the randomness of TRNG output is the 

number of inverter delay chains, independent of the sampling clock. In this design, N=1025 and 
T=50MHz parameters are used to configure TRNG, and the random number generation rate is 
50Mbps. All the NIST tests are passed, which has good randomness and reaches the design index of 
this design.  

Table 3. Experimental test results. 

 

5. Conclusion 
In this paper, a true random number generator structure is tried: the output of each level of the 

inverter delay chain is sampled simultaneously to increase the randomness of the generated sequence. 
The design adopts pure digital form and is easy to implement the structure on FPGA. At the same 
time, a SOPC system based on Nios II soft core was designed and built on FPGA to complete the 
control of true random generator and the transmission process of random Numbers. The data is sent 
to the upper computer via USB, and the random number generated by TRNG is used to complete the 
software development in the upper computer. Based on the design idea, set up the corresponding 
hardware circuit and software design, finished finally got a lot of experimental data, through a series 
of experiments to verify the performance of this design can meet the design requirements of 
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indicators, and obtained the random properties of this design TRNG has nothing to do with the 
sampling time and number were positively correlated with inverter delay chain. 
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